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Chapter 7th
Cyber Security and Ethics

A. Multiple Choice Questions:
1. Information Technology Act, 2000 (India) comes into existence in INDIA on

a) 17th October 2000 b) 27th November 2003 c) 1st January 2006 d) 17th October 2009
2. How E-waste results in data theft?

a) By Email Forwarding b) By Replacing Old Electronic Device in Exchange without clearing data.

¢) By Sharing Data d) By using Wi-Fi Network

3. Plagiarism means
a) An Act of presenting another person’s work or idea as your own
b) A disease that affects humans and other mammals
c) A contagious bacterial disease characterized by fever
d) None of Above

4. Which of the following is not a part of CIA Triad?
a) Confidentiality b) Integrity c) Availability d) Phishing

5. On which toll free number a complaint can be registered with Punjab Police Cyber Crime Division in case of
any online fraud?

a) 1911 b) 1930 c) 1947 d) 1912
6. Which Act in India focuses on Cyber Crime?
a) Banking Regulation Act 1949 b) IT Act 2000
c) Indian Penal Code 1860 d) CrPC 1973
Ans: 1) a) 17 October 2000 2) b) By Replacing Old Electronic Device in Exchange without clearing data
3) a) An Act of presenting another person’s work or idea as your own
4) d) Phishing 5) b) 1930 6) b) IT Act 2000

B. Fill in the Blanks:

1. Any offense committed against a person or groups of people using digital gadget is knownas ______
2. refers to the code of responsible behavior on the internet.

3. E-waste management using landfills pollute _

4 is an act of secretly or stealthily listening to the private conversation or communications of
others without their consent in order to gather some important or secret information.

5. CIA triad stands for __, Integrity, and Availability.
Ans: 1) Cyber Crime 2) Cyber Ethics 3) underground water and soil
4) Eavesdropping 5) Confidentiality

C. Write True or False for the following Statements:

CIA triad stands for Confidentiality, Integrity, and Availability.

IT Act in India came into force in the year 1995.

E-waste is good for human health.

Cyber Ethics ensure that users understand their responsibilities for conducting themselves online.
Hacking is used to expose vulnerabilities in systems too.

Spying is an act of keeping a secret watch on various activities of opponents for intelligence purposes.
Ans: 1) True 2) False 3) False 4) True 5) True 6) True
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D. Short Answer Type Questions:

Que 1: Describe Cyber Crime.

Ans: Cybercrimes include illegal activities related with the use of technology, for example: data theft, online
fraud, forgery, etc. To commit these crimes, criminals often use a computer system or a portable computing
device and a network. The purpose of cybercrimes is to harm an individual, security of a country or financial
assets of someone. Electronic devices can easily become victims of cybercrime.

Que 2: What do you mean by Hacking?

Ans: Hacking is often referred to as an activity related to cybercrime. Through hacking, cybercriminals often try
to access our computer systems in an unauthorized manner. Its main objective may be the manipulate of valuable
information or to misuse electronic devices such as computers, smartphones, etc. The person who does hacking
is called a Hacker.
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Que 3: Define Phishing with example.
Ans: Phishing is an activity related to cybercrime. In this crime, a person is tricked into revealing personal
information such as credit card numbers, bank details or passwords by offering them false offers. This crime is
often performed to steal our money or our identity. For Phishing, cybercriminals send us messages in the form
of links that contains false offers via Emails or SMS. '
Que 4: Explain CIA Triad.
Ans: CIA stands for Confidentiality, Integrity, and Availability. The CIA triad represents a
model that forms the basis for the development of security systems. If an organization's data
meets these three criteria, then that organization is considered to have a strong security
profile: AVAILABILITY
1. Confidentiality: Confidentiality limits data access. It determines what information we want to keep private.
2. Integrity: Integrity determines whether the data or information in our system is completely accurate.
3. Auvailability: Availability determines that data is available only to those who need it.
Que 5: What is Cyberbullying?
Ans: Cyberbullying is a cyber-threat in which someone uses technology to harass, threaten, embarrass, or target
another person. Online threats, aggressive texts, tweets, posts, or messages are all examples of cyberbullying.
Similarly, posting personal information, pictures, or videos designed to hurt or embarrass someone is also called
cyberbullying.
Que 6: What do you mean by Plagiarism?
Ans: Plagiarism is also known as Piracy. Plagiarism means presenting the work or ideas of another person as
one's own. In this type of activity, individuals download music, movies, games, and software from the internet
in violation of copyright. These activities fall under the category of cybercrime. Many laws have been enacted to
prevent people from committing Plagiarism/piracy.
Que 7: Explain Identity Theft.
Ans: Identity theft is a type of cybercrime. This crime occurs when someone uses our personal or financial
information without our permission to commit fraud or other crimes. This personal or financial information can
include our name, address, credit card number etc. These sensitive details can be used for various illegal
purposes, such as applying for loans in our name without our knowledge, making online purchases, or accessing
our financial data.
Que 8: Describe the various harmful effects of E-Waste.
Ans: E-Waste usually contains Mercury, Lithium, Lead and Barium etc. Therefore, when E-Waste is not managed
properly, it causes harm to the environment and people. E-Waste can affect the environment in various aspects,
which are described below:
1. Air Pollution Improper management of E-Waste causes air pollution, which harms flora and fauna.
2. Soil Pollution: When E-Waste is disposed-of openly in the ground, it contaminates that soil.
3. Water Pollution: When E-Waste is disposed of, it eventually makes its way into water bodies like ponds, rivers,
canals etc., causing water pollution.
4. Bad Effects on Human: The toxic substances in E-Waste have harmful effects on human health.
E. Long Answer Type Questions:

Que 1: What is Cyber Crime? Describe various types of Cyber Crime.

Ans: Cybercrimes involve illegal activities using technology, for example: data theft, online fraud, forgery, etc.
Cyber Criminals often use computer systems or any portable computing device and a network to commit these
crimes. The purpose of cybercrimes is to harm an individual, the security of a country, or financial assets of
someone. Cybercrimes can be classified into several types:

1. Crime against Persons: This category of cybercrimes is related to crimes against individuals. Cybercrimes
committed against individuals include various crimes such as identity theft, cyberbullying, cyberstalking,
piracy, phishing etc.

2. Crime against Government: This category of cybercrimes is related to crimes against the government.
Cyberterrorism is a separate type of crime in this category.

3. Crime against Property: This category of cybercrimes relates to crimes against all forms of property.

Que 2: Explain Cyber Safety. What are the preventive measures to tackle Cyber Crime?

Ans: Cyber security is mainly concerned with protecting our computer systems, networks and data from cyber-
attacks. These cyber-attacks often focus on obtaining our personal and financial information, causing us financial
losses, etc. Implementation of effective cyber security has become a challenge today. Some of the preventive
measures to deal with cybercrimes/attacks are as follows:
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Preventive measures to tackle Cyber Crimes:
Use a secure internet connection.
Protect your devices from malicious software and attackers.
Stay away from suspicious messages and sites.
Use strong passwords and change them periodically.
Regularly check your online banking accounts and credit scores for suspicious activities.
Avoid sharing your personal information and daily routines on social media.
Que 3: Define Cyber Ethics. What are the principles of Cyber Ethics?
Ans: Cyber Ethics is also known as Digital Ethics or Internet Ethics. It refers to a set of moral values that govern
our behavior in the online environment. Cyber Ethics helps create a safe online environment. Responsible citizens
help make cyberspace a safe place. Governments and organizations have implemented regulations and policies
to promote Cyber Ethics.
Principles of Cyber Ethics:
Privacy: This principle reflects the responsibility of individuals to protect their personal information.
Accuracy: Users should verify information before sharing it, and avoid spreading misinformation.
Property: Respect copyright laws and avoid plagiarism.
Intellectual Behavior: Avoid cyberbullying and abuse while online. We should respect the feelings of others
when communicating online.
Que 4: What do you mean by E-Waste? Explain various methods of disposing E-Waste.
Ans: E-Waste means Electronic Waste. E-Waste refers to electrical or electronic devices
that have been discarded or are no longer in use. Some common e-waste items are: old
damaged mobile phones, computers, laptops, hard drives, fans, CD/DVDs, printers, etc.
E-Waste is a serious issue for our environment. Therefore, e-waste disposal should be
done in a systematic manner. L i :
Methods of disposing E-Waste: Fig: E-Waste
1. Landfills: This is the most commonly used method of disposing of e-waste. In this method, e-waste is buried
in a hole dug in the ground.
2. Incineration: This is a commonly used method for disposing of e-waste. In this method, e-waste is burned in special
furnaces at high temperatures.
3. Acid Bath: In this method, e-waste is destroyed by immersing it in a strong acid solution, which separates
the metals from the e-waste. These metals are reused to make other products.
4. Mechanical Recycling: Using this method, the metals present in the e-waste are separated from the e-waste
using a PCB recycling machine. Doing so does not harm the environment either.
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